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Abstract:

The world is fast becoming urbanized and smart cities are becoming one of the solutions to better
life in the city. These cities rely on massive digital technology networks, and they produce more
sensitive data on its citizens than ever before. This brings conflict of direct interest between the
utility of data and the basic right of privacy. The standard access control systems cannot be used
in these dynamic settings. The challenge to this research is the development and testing of a new
privacy-saving access control system. The suggested system will be based on a machine learning
system, namely, a collection of gradient boosting models (XGBoost, LightGBM, CatBoost), to
determine smart, context-aware access. In order to make the privacy not be impinged upon by the
learning process itself, the system incorporates differential privacy, offering formal, mathematical
guarantees. The system was strictly tested with a large synthetic data set that simulated access
patterns in the real world. Findings show that the system has a high degree of effectiveness with
an accuracy of 98.20%and the AUC of 0.9869. Moreover, the analysis privacy-performance
revealed the so-called sweet spot, by demonstrating that high-protect privacy guarantees are
obtainable at an insignificant cost in terms of accuracy. This study offers an empirical system that
proves that privacy and security do not hinder the smart city innovation but are crucial principles

to develop effective and reliable urban ecosystems.

Keywords: Smart Cities, Access Control, Machine Learning, Privacy-Preserving, Differential

Privacy, Ensemble Models.
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