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Information privacy risk management for the electronic portal in the Ministry of Finance

(A case study on the individual sector in Saudi Arabia)

Abstract:

Later the digital transformation adopted by the Kingdom of Saudi Arabia in the state sectors,
including the public or government sector, the Ministry of Finance has shifted from paper-based
transactions to electronic transactions through several channels, including the electronic portal,
which serves several sectors, including the individual sector, whether citizen or resident. This
transformation and switch has many risks and drawbacks. Including the violation of information
privacy, so this study came to shed light on the management of information privacy risks for the
individual user of the electronic portal of the Ministry of Finance in Saudi Arabia. A package of
results, including that the risk management controls applied in the electronic portal of the Ministry
of Finance are effective and perform well. There is a high culture among the individual user
towards his personal information and the supervisory authorities in the country are following and
interested in protecting the information of the websites of government entities and have a great
sense of security by ending the privacy violation of information and the Ministry of Finance It is
committed to implementing information privacy protection policies and its employees are well
trained and aware of the mechanism for maintaining the confidentiality of information. Based on
these results, the study recommends the necessity of appointing a team of experts specialized in
managing information privacy risks and defining their responsibilities, developing stricter policies
and procedures to maintain information privacy protection, intensifying training for employees,
and developing a mechanism for periodic assessment of information privacy risks and security
vulnerabilities. The study also recommends that the Ministry of Finance should continue to update

risk management policies and procedures on an ongoing basis.

Keywords: Information Privacy Risks, Risk Management, Ministry of Finance, Kingdom of
Saudi Arabia.
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