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Criminal responsibility for hacking the official websites of the state in the Saudi system

compared to UAE law

Abstract:

When websites formed a repository of state secrets, and information circulated on these
websites through internal and external networks, this represented an opportunity for
cybercriminals to rob this data and information, using multiple means and hacking or fraudulent
methods. Hence, the researcher prepared this study due to the emergence of a problem
represented in the increase in hacker attacks on the official websites of countries, which showed
the need for a scientific discussion of the limits of criminal responsibility for this sinful act, and

the penalties for it.

The importance of the study is to raise awareness that there is a system that criminalizes hacking
state websites in the Saudi system and UAE law, addressing the crimes of hacking official
websites because they have security, political and social risks, and contributing to maintaining

information and computer security for these websites.

The researcher used the descriptive approach in its scientific way based on induction, analysis
and comparison to achieve the objectives of the study and answer its questions. The limits of the
objective study were in the Saudi Information Crime Control System issued by Cabinet
Resolution No. (79) and the Electronic Transactions System by Cabinet Resolution No. (80)
dated 3/7/1428 AH, and the Saudi Communications System issued by Cabinet Resolution No.
(74) dated 5/3 / 1422 AH, and Federal Law No. (5) of 2012 AD regarding combating
information technology crimes in the United Arab Emirates, Law of Transactions and Electronic
Commerce No. (3) of 2002 AD, and Federal Law No. (3) of 2003 AD regulating the UAE

telecommunications sector.

Keywords: Criminal responsibility, Hacking websites, the Saudi system, UAE law, Official

websites
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