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Cybercrime and its relationship to some variables at the beginning of the third decade
of the twenty-first century (2020-2021 AD) (a field study on a sample of the population
of the city of Jenin - Palestine)

Abstract

The aim of this research is to show the nature of the conditions of the Palestinian
society, and the extent of their impact on the existence of electronic crimes in this society.
The community of this research was formed from residents of one of the Palestinian cities,
which is the city of Jenin in the northern West Bank with its various residents, and the
sample consisted of (5%) of the entire population The aforementioned city reached a value of
(2,687) residents of this city, in addition to a sample of school principals in this city,
consisting of (14) managers from this category, and the descriptive analytical approach and

the two questionnaire tools were used with the residents of the city of Jenin in the first
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sample of its residents and the interview tool In the second sample of school principals in this
city, this research reached a set of results, the most important of which was that the effect of
the conditions of the Palestinian society on the existence of cybercrime was moderate in most
of it, and it was included in its impact for each of the psychological, social, economic,
emotional and political factors. , The manifestations of criminal behavior on the Internet
were represented by: defamation, espionage, impersonation, threats to reveal some secrets,
placing some pictures of known personalities, establishing illegal relationships electronically,
and trying to create discord between the Some confusion and delusions of others with some
important goods for him, and the extensive mobilization and propaganda, and adding pictures
and comments indirectly from others with the aim of offending him psychologically,
socially, materially, or nationally, politically or emotionally. The presence of electronic
crimes in it, and it also appeared that there are some beginnings that constitute introductions
to electronic crimes, such as comments and insinuations on social media sites and what
follows them, in addition to that, there have been reasons for the beginnings of these
comments represented by the desire to take revenge and respond to a certain matter
electronically as a result of the inability to respond direct, and at the end of this research a
number of recommendations were made, the most important of which were:
Recommendations for individuals and families, which is the need to take caution from any
matter that may contribute to the individual or family's exposure to such criminal behaviors,
and to put secret numbers on electronic devices that are difficult for any individual to reach
And not to give the equipment of the individual or the family to any party outside it, and the
need to beware of the individuals added to the individual or family accounts through the
meeting sites. J, not to add an unknown or suspected individual, and the necessity to keep
private matters such as photos and other secrets of the individual on a device within the
family and not on the mobile phone. There are general recommendations for responsible
institutions, which are working on direct broadcasting to strengthen the religious predicament
of individuals, and carrying out the work of responsible institutions within the Palestinian

society by promoting a culture of not being afraid of electronic blackmail or threats,
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And encouraging citizens within Palestinian society not to wait for a while when they are
exposed to such crimes, And strengthening the anti-cybercrime unit of the Palestinian

security services, supporting the media, and working on the need to alert all citizens.

Keywords: Cybercrime, some variables, the third decade of the twenty-first century,
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